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1. INTRODUCTION 
 
One of the challenges facing any organisation today is enabling employees to work productively while also 
ensuring the security of the IT network and crucially, the data on it. 
 
This policy booklet  sets out the schools rules and guidance in relation to employees and pupils  use of IT both 
within the school and externally for example Social Media, or whilst working on school business away from the 
school. For the purposes of this booklet  ‘School’ means Magic Tree Nursery, Belmont Grosvenor School, 
Before/After School care and the BGS Pre School Holiday Club. 
 
IT has transformed the way we communicate with others in both the workplace and personally.  The procedures 
within this handbook are designed to promote the positive use of technology, and to also protect the school, our 
employees, pupils, customers and any other stakeholders from harm caused by the misuse of our IT systems 
and data.  Misuse includes both deliberate and inadvertent actions. 
 
Everyone who works at the school is responsible for the security of our IT systems and the data on them.  As 
such all employees must ensure that they adhere to the guidelines within this booklet.  Should any employee 
be unclear on the policy and procedures or how it impacts their role they should speak to a member of the SMT. 
 
Also included are the instructions given to pupils  to allow employees to cross refer when necessary.  
 

2. DEFINITIONS 
 
“Users” are everyone who has access to any of the schools IT systems.  This includes permanent employees, 
temporary employees, contractors, agencies, consultants, suppliers, customers, business partners and visitors 
within the school. 
 
“Systems” means all IT equipment that connects to the school network either within school or remotely.  This 
includes but is not limited to desktop computers, laptops, smartphones, tablets, printers, data and voice 
networks, network devices, software, electronically stored data, portable data storage devices, third party 
networking devices, telephone systems and all other similar items commonly understood to be covered by this 
term. 
 
 
The content of this booklet will be superseded by legal compliance and statutory requirements at all times.  
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3. E- SAFETY POLICY 
 
The school e-safety Policy and agreements apply to all pupils, staff, support staff, external contractors and 
members of the wider school community who use, have access to or maintain school and school related Internet 
and computer systems internally and externally.   
 
For the purposes of this policy ‘School’ means Magic Tree Nursery, Belmont Grosvenor School, Before/After 
School care and Pre School Holiday Club.  E-safety is the school’s ability to protect and educate pupils and staff 
in their use of technology and to have the appropriate mechanisms to intervene and support any incident where 
appropriate 

 

The school e-safety policy aims to create an environment where pupils, staff, parents, governors and the wider 

school community work together to inform each other of ways to use the Internet responsibly, safely and 

positively. 

 

Internet technology helps pupils learn creatively and effectively and encourages collaborative learning and the 

sharing of good practice amongst all school stakeholders. The e-safety policy encourages appropriate and safe 

conduct and behavior when achieving this.  

 

Pupils, staff and all other users of school related technologies will work together to agree standards and 

expectations relating to usage in order to promote and ensure good behavior.  

 

These agreements and their implementation will promote positive behavior which can transfer directly into each 

pupil’s adult life and prepare them for experiences and expectations in the workplace. The policy is not designed 

to be a blacklist of prohibited activities, but instead a list of areas to discuss, teach and inform, in order to develop 

positive behavior and knowledge leading to a safer Internet usage and year on year improvement and 

measurable impact on e-safety. It is intended that the positive effects of the policy will be seen online and offline; 

in school and at home; and ultimately beyond school and into the workplace.  

BGS considers online safety as part of both safeguarding and anti bullying arrangements.  E-safety is 

a whole school responsibility and all users will be required to adhere to an age/role appropriate 

Acceptable Use Policy  

DEFINITION OF CYBERBULLYING     

Cyberbullying can be defined as "the use of information and communication technologies to support deliberate, 

repeated, and hostile behaviour by an individual or group that is intended to harm others"(Belsey, 

http://www.cyberbullying.org/).  

It is an aggressive, intentional act carried out repeatedly over time and intentionally hurts another pupil or group 

physically or emotionally and is often motivated by prejudice against particular groups, for example on  grounds 

of race, religion, culture, sex, gender, homophobia, special educational needs and disability or because a child 

is adopted or is a carer.  It may occur directly  or through cyber technology (social websites, mobile phones, 

text messages, photographs and email) 

Cyber-bullying could involve communications by various electronic media, including for example:  

 Texts, instant messages or calls on mobile phones; 

 The use of mobile phone camera images to cause distress, fear or humiliation; 
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 Posting threatening, abusive, offensive or humiliating material or comments on websites (including 
blogs, personal websites and social networking sites such as Facebook, Instagram, Twitter or 
YouTube); 

 Using e-mail to message others in a threatening or abusive manner; or hHijacking/ cloning e-mail 
accounts.  This list is not exhaustive. 

 
CYBERBULLYING - PREVENTATIVE MEASURES  

 
 Expects all pupils to adhere to its Acceptable Use Policy for Pupils.  Certain sites are blocked by our filtering 

system and our IT Department monitors pupils' use; 

 May impose disciplinary sanctions for the misuse, or attempted misuse, of the internet; 

 Access to social media sites is blocked from school computers/ tablets inside school. Guidance is given on 
the reasons for always logging off and for keeping all passwords secure.     

 Offers guidance on the safe use of social networking sites and cyberbullying in PSHE lessons, which covers 
blocking, removing contacts from "friend" lists and sharing personal data; 

 Offers guidance on keeping names, addresses, passwords, mobile phone numbers and other personal 
details safe; 

 The school does not allow pupils to bring or use mobile phones.  Any that are  brought into school must be 
turned off and handed in to the school office. 

 

The school will make reasonable use of relevant legislation and guidelines to affect positive behaviour regarding 

ICT and Internet usage both on and off the school site.  Under the Children Act 1989  the school is permitted  

to report and act on instances of cyber bullying, abuse, harassment, malicious communication and grossly 

offensive material; including reporting to the police, social media websites, and hosting providers on behalf of 

pupils.  

 

e-safety policy is a result of a continuous cycle of evaluation and review based on new initiatives, and 

partnership discussion with stakeholders and outside organisations; technological and Internet developments, 

current government guidance and school related e-safety incidents. The policy development cycle develops 

good practice within the teaching curriculum and wider pastoral curriculum. Regular assessment of strengths 

and weaknesses help determine inset provision for staff and governors and guidance provided to parents, pupils 

and local partnerships.  

 
 
The following are responsible for e-safety of individuals and groups within the school 

 IT Coordinator/E- Safety coordinator 

 Headteacher and School Leadership Team  

 Designated Senior Leaders  

 Teaching Staff 

 Support Staff 

 XMA ICT technical support and Network Manager  

 Pupils 

 Governors 

 All other users of the schools IT network to carry out their duties eg Visitors to the school 

MONITORING THE E-SAFETY POLICY: 

The e-safety policy will be actively monitored and evaluated by  the IT Coordinator. 

EDUCATION & TRAINING  

It is essential that all staff receive e-safety training and understand their responsibilities.   Training will be offered 

as follows: 
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 On line esafety training will be completed on an annual basis, alongside other social media training as 

and when relevant and needed. 

Pupils – curriculum teaching: 

Possible curriculum opportunities: 

 E-safety as an ICT teaching unit; how to judge the validity of website information, how to remove cyber 

bullying, computer usage and the law, how to spot and remove viruses, why copyright is important.  

 E-safety as a PSHE teaching unit: how to deal with cyber bullying, how to report cyber bullying, the social 

effects of spending too much time online. 

 E-safety as part of pastoral care – form time activities, assemblies, year group presentations, tutorial 

opportunities. 

 E-safety events – such as Safer Internet Day and Anti Bullying Week.  

 E-safety as part of our learning habits – building resilience in children using critical thinking skills and 

appreciating different perspectives online as well as encouraging positive thinking around online activities 

and celebrating differences.  

Parents – information, presentation, collaborative meetings and events: 

Possible information dissemination opportunities: 

 E-safety information directly delivered to parents: letters, newsletters, Parentmail, website subscribed news 

emails, the school extranet, learning platform, website or VLE. 

 Parents Evenings, open days, transition evenings, or other events to take advantage of occasions when 

there are large numbers of parents in school.  

 Twilight courses or a series of presentations run by the school for parents and wider school community 

stakeholders.  

 

TECHNICAL – INFRASTRUCTURE/EQUIPMENT, FILTERING AND MONITORING 

The school will be responsible to ensuring that the schools network is as safe an secure as is reasonably 

possible and that policies and procedures are implemented.  The school has appointed an external contractor, 

XMA to  maintain the school’s networking, IT infrastructure and hardware. They are  aware of current thinking 

and trends in IT security and ensure that the school system, particularly file-sharing and access to the Internet 

is secure. They ensure that all reasonable steps have been taken to ensure that systems are not open to abuse 

or unauthorised external access, with particular regard to external logins and wireless networking.   There are 

strong anti virus, spam filters and filters to block inappropriate material in place on the school network.   

 

Other users such as school visitors, or wider school community stakeholders or external contractors should be 

expected to agree to a visitor’s AUP document or a tailored AUP document specific to their level of access and 

usage. 

 

External users with significant access to school systems including sensitive information or information held 

securely under the Data Protection Act should be DBS (formerly CRB) checked. This includes external 

contractors who might maintain the school domain name and web hosting – which would facilitate access to 

cloud file storage, website documents, and email.       

When disposing of computer equipment,  the school will ensure all data, including personal data is wiped, not 

deleted from storage. A useful guide can be found here: www.getsafeonline.org/protecting-your-computer/safe-

computer-disposal/ . If the school is offered second hand or reconditioned machines by parents or well-wishers, 

very careful consideration needs to be given as to whether to accept. Any storage needs to be wiped with the 

above guide before being integrated into school use.  

 

http://www.getsafeonline.org/protecting-your-computer/safe-computer-disposal/
http://www.getsafeonline.org/protecting-your-computer/safe-computer-disposal/
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USE OF IT FACILITIES FOR CURRICULUM TEACHING AND LEARNING: 

Use of the Internet and IT facilities should be clearly planned prior to the activity. Websites should be 

suggested, and addresses provided where necessary.  Students should be trusted to be responsible when 

researching the Internet, but the filtering software needs to be flexible enough to allow teaching staff to 

manually filter by category as well as specific site depending on the age and maturity of the students.  

In lessons where internet use is pre-planned, it is best practice that Pupils will be guided to sites checked as 

suitable for their use and that processes are in place for dealing with any unsuitable material that is found in 

internet searches.  

Where Pupils are allowed to freely search the internet, e.g. using search engines, staff will be vigilant in 

monitoring the content of the websites that the young people visit. 

Pupils will be taught to acknowledge the source of information used and to respect copyright when using 

material accessed on the internet. 

USE OF IMAGES AND VIDEOS AND ADVICE ON CREATING A PHOTO PERMISSIONS AGREEMENT: 

The development of digital imaging technologies has created significant benefits to learning, allowing Staff and 

Pupils instant use of images that they have recorded themselves or downloaded from the internet.  

However, Staff, Pupils and parents/guardians need to be aware of the risks associated with publishing digital 

images on the internet. Those images may provide avenues for cyberbullying to take place; digital images may 

remain available on the internet forever and may cause harm or embarrassment to individuals in the short or 

longer term. It is common for employers to carry out internet searches for information about potential and 

existing employees.  

The School will inform and educate users about these risks and will implement policies to reduce the likelihood 

of the potential for harm:  

When using digital images, staff will inform and educate Pupils about the risks associated with the taking, use, 

sharing, publication and distribution of images. In particular they should recognise the risks attached to 

publishing their own images on the internet e.g. on social networking sites;  

In accordance with guidance from the Information Commissioner’s Office, parents/guardians are welcome to 

take videos and digital images of their children at school events for their own personal use (as such use is not 

covered by the Data Protection Act). To respect everyone’s privacy and in some cases protection, these images 

should not be published/made publicly available on social networking sites, nor should parents/ guardians 

comment on any activities involving other Pupils in the digital/video images;  

Staff are allowed to take digital/video images to support educational aims, but must follow school policies 

concerning the sharing, distribution and publication of those images. Those images should only be taken on 

school equipment, the personal equipment of staff should not be used for such purposes;  

Care should be taken when taking digital/video images that Pupils are appropriately dressed and are not 

participating in activities that might bring the individuals or the school into disrepute; Pupils should not take, use, 

share, publish or distribute images (for example, video or photographs) of Staff or Pupils without their permission 

and any images should only be shared with the express permission of those involved;   

Photographs published on the website, or elsewhere that include Pupils will be selected carefully and will comply 

with good practice guidance on the use of such images; 
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 A Pupil’s work can only be published with the permission of their parent/guardian. 
 
Permission will be sought from Parents/Guardians when registering their child to join the school If they consent 
to their child’s image being used in school publicity material including social media.  The school asks for this to 
be updated as necessary.  

Reference should be made to our Pupil Data Protection and  Staff Data Protection procedures. 
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4. Acceptable Usage Policy:   Staff, support staff, governors, visitors, 

wider stakeholders with access and external contractors 

 I will only use school IT systems, external logins and email for school related purposes. Other use will 
be with the permission of a member of the SMT. 

 I will not divulge any school related passwords and I will comply with school IT security procedures. 

 I will make sure email and social media interactions with staff, parents, pupils and members of the public 
are responsible and in line with school policies and DfE/GTC/TA guidelines including ISI Regulations 
and Teaching Standards. 

 I will not give my home address, phone number, mobile number, personal social networking details or 
email address to pupils. I accept that pupils may find these details out, and that any contact should be 
logged and either not reciprocated, or replied to in line with school policies. I should be responsible and 
aware of my professional responsibilities and school policies if I supply any personal details to parents. 

 I will use school email systems for school related communications. I will not use personal accounts for 
school business. 

 I will ensure that personal data is stored securely and in line with the Data Protection Act. I will follow 
school policy with regard to external logins, encrypted data and not storing school material on personal 
IT equipment. 

 I will not install software onto workstations or the network unless supervised by the Network Manager 
or IT support staff. 

 I will not search for, view, download, upload or transmit any material which could be considered illegal, 
offensive, defamatory or copyright infringing. 

 Photographs of staff, pupils and any other members of the school community will not be used outside 
of the internal school IT network unless written permission has been granted by the subject of the 
photograph or their parent/guardian. I will ask the permission of the Head Teacher (on site) or the 
proprietor of the building (off site) prior to taking any photographs. 

 I am aware that all network and internet activity is logged and monitored and that the logs are available 
to the Headteacher in the event of allegations of misconduct. 

 I will not write or upload any defamatory, objectionable, copyright infringing or private material, including 
images and videos, of pupils, parents or staff on social media or websites in any way which might bring 
the school into disrepute. 

 I will make sure that my internet presence does not bring the teaching profession into disrepute and 
that I behave online in line with DfE, GTC and TA guidelines including ISI Regulations and Teaching 
Standards 

 I will champion the school’s E-Safety policy and be a role model for positive and responsible behaviour 
on the school network and the Internet. 

 

 TABLET COMPUTER PROTECTION 
 

BGS recognises that with the implementation of the Tablet initiative there is a need to protect the 
investment       by the staff team.  The Tablet Use Agreement does not include everything that may 
possibly happen during the school year.  If any situation not specifically covered should arise the 
administration will make every effort to act fairly and quickly.  Each situation is different and will be 
handled on an individual basis.  Take the time to know the rules and regulations you are expected to 
follow and many of the little problems can be avoided.  If you have question or problems please see a 
member of the SMT.    

I have received,  read and understood the terms of the Agreement.  
 
Signed: ___________________________________________________ 
 
Date:____________________________________  



Reviewed: July 16 - 10 -  Next Review: July 2017 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

5. Acceptable Usage Policy -  Primary pupils and parents 

 
This is the acceptable usage policy for our school. The purpose of this policy is to promote positive and 
responsible network and Internet behaviour. Please read carefully and sign at the bottom to show you agree to 
these terms. If you do not sign and return this form you will not be able to use the schools’ IT systems. 
 
For pupils: 

• I will only use the school Internet and network for my school work or when a teacher has given 
permission. 

• I will only use my school email address when using email in school. 
• I will be careful when opening emails from people I don’t know and I will ask an adult if I’m unsure 

whether to   open it. 
• I will not share my Internet or network passwords. 
• I will not look at or delete other people’s work or files. 
• I will make sure all my contact with other people at school is responsible. I will not cyber-bully pupils or   

teachers. 
• I won’t look for or look at unpleasant or rude web sites. I will check with a teacher if I think a website 

might be unsuitable. 

 I won’t give out my personal details, such as my name, address, school or phone number on the 
Internet. I won’t meet people I’ve met on the Internet unless I have told my parents and they come with 
me. 

 I won’t upload or download any pictures, writing or movies which might upset people or make other 
people think the school is a bad place. 

 I won’t try to install software onto the school network because it might have a virus on and cause a lot 
of damage. Instead I will ask a teacher for advice. 

• I will be careful with keyboards, mice, headphones and all other equipment, and when turning a 
computer on or off. 

 I know that everything I do on the computers at school is recorded and that the school can talk to my 
parents if a teacher is worried about my online safety. 

• I will try to follow these rules all the time because I know they are designed to keep me safe. 

 Images of pupils will only be taken, stored and used for school purposes in line with school policy. 
Images will only be used on the Internet, in the press, or in media, with permission. 

 For parents: 

 I agree to support and uphold the principles of this policy in relation to my child and their use of the 
Internet, at home and at school. 

 I agree to uphold the principles of this policy in relation to my own use of the Internet, when that use is 
related to the school, employees of the school and other students at the school. 

 
Signed - Pupil: ______________________________________________________________________ 

Date: _____________________________ 

SignedParent/Guardian: __________________________________________________________________ 

Date: _____________________________ 

 

 



Reviewed: July 16 - 11 -  Next Review: July 2017 
 

 
 

 
 

 

 

 

 

 

 

6. E-Safety Record of Concern 

 
This form should be used to raise e-safety concerns about any user of the Belmont Grosvenor IT system.  It 
should be used to  record non-child protection issues like misuse of the school network or any equipment 
provided to carry out their duties or aid learning. 
 
When completed this form should be handed to the e-safety coordinator.   
 
Refer to the ‘Responding to incidents of misuse flow chart’ as to how the concern is handled and 
escalated 
 
If the matter you are raising is of a child protection nature please refer to the Safeguarding and Child 
Protection  

Name of Pupil/Staff Member etc  
 
 

Date of Incident  
 
 
 

e-Safety Concern (please record details of 
the concern/incident) 

 
 
 
 
 
 

Name (Print)  
 

Date  

Position  
 

Signature  

Received by  
 

Date  

Details of Investigation (if relevant)  
 
 
 
 
 
 

Subsequent Actions/Sanctions  
 
 
 

Name (Print)  
 

Date  

Position  
 

Signature  
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Responding to incidents of misuse – flow chart 
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7. STAFF USE OF TELEPHONE, E-MAIL SYSTEMS, AND INTERNET 
 
Computers are increasingly becoming an integral part of our lives, both working and personal. Use of the 
Internet, sending and receiving e-mails are very simple operations and their ease of use can be their biggest 
drawback.  

 
This applies to the use of: 
 

 all internet and electronic mail facilities, multi-user computers, workstations, micro-computers, and any 
networks connecting them provided by the School; 

 

 all hardware owned, leased, rented or otherwise provided by a member of staff and connected to or 
otherwise accessing School networks or other facilities; 

 
Hardware owned, leased, rented or otherwise provided by staff may be directly connected only by arrangement 
with, and with the explicit approval of the Headteacher. 

 
The system must be used only in connection with your duties for which the School employs you. 
 

Limited use of E-mail and Internet facilities for personal purposes is permitted. The School acknowledges that 
personal use may occur from time to time. Any such use must be in accordance with this Policy and must not 
disrupt staff duties. Abuse or excessive use of the e-mail and/or Internet will be dealt with through the disciplinary 
procedure. 

You must not interfere with the work of others or the system itself. The facilities must be used in a responsible 
manner - in particular, you must not: 
 

 create, transmit or cause to be transmitted material which is designed or likely to cause annoyance, 
inconvenience, needless anxiety or offence, and you must not create, transmit or cause to be 
transmitted offensive obscene or indecent material; 

 

 create, transmit or cause to be transmitted defamatory material; 
 

 create, transmit or cause to be transmitted material such that the copyright of another person is 
infringed; 

 

 download any files unless virus scanned; 
 

 use networked computing equipment for playing computer games; 
 

 gain deliberate unauthorised access to facilities or services accessible via local or national networks; 
 

 transmit by e-mail any confidential information of the School otherwise than in the normal course of 
your duties; 

 

 send any message internally or externally  which is abusive, humiliating, hostile or intimidating; 
 

 join any mailing groups or lists without the consent of the School. 
 

 you must not gain unauthorised access to or violate the privacy of other people's files, corrupt or destroy 
other people's data or disrupt the work of other people; 

 

 disclose passwords to third parties without the consent of the School. 
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You must: 

 

 observe this policy at all times and note the disciplinary consequences of non-compliance which in the 
case of a gross breach or repeated breach of the Policy, may lead to dismissal; 

 

 ensure that you use the School standard e-mail sign off and disclaimer for all external e-mail; 
 

 produce and write e-mail with the care normally given to any form of written communication; 
 

 appreciate that electronic mail is relatively insecure and consider security needs and confidentiality 
before transmission 

 
The School reserves the right to monitor staff communications in order to 
 

 establish the existence of facts 
 

 ascertain compliance with regulatory or self-regulatory procedures 
 

 monitor standards which are achieved by persons using the system in the course of their duties and for 
staff training purposes 

 

 to prevent or detect crime 
 

 to investigate or detect unauthorised use of the School’s telecommunication system 
 

 ensuring the effective operation of the system such as protecting against viruses, backing up and 
making routine interceptions such as forwarding e-mails to correct destinations 

 

 to gain access to routine business communications for instance checking voice mail and e-mail when 
staff are on holiday or on sick leave 
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8. SOCIAL MEDIA   
 
DEFINITIONS 
 
The term social media refers to social networking websites that allow people to exchange information, ideas 
and opinions and to build online communities or networks. It includes: 
 

 social networking sites, such as Facebook, LinkedIn and MySpace; 

 blogs; 

 audio and video podcasts; 

 ‘wikis’, such as Wikipedia; 

 message boards; 

 social bookmarking; 

 photo, document and video sharing websites, such as Flickr and YouTube; 

 miniblogs, such as twitter. 
 
Social media websites are fast growing and ever changing. The list above refers to some well-known examples 
of social media but is not exhaustive. This policy relates to all forms of social media. 
 
GENERAL RESPONSIBILITIES 
 

 The School understands and accepts that many employees engage in social networking activities. 
However, it is the School’s responsibility to ensure that its employees’ use of social media does not damage 
its reputation or result in the disclosure of confidential information. The School also has a responsibility to 
protect its employees from cyber-bullying (harassment caused by another employee’s use of social media) 
and discrimination. 

 Employees are responsible for knowing and understanding this policy. When accessing social media 
websites, they must be aware that anything posted online is in the public domain and can remain so 
indefinitely. If the School is identified or identifiable, any negative comments about the School, individuals 
or other organisations may be attributed to the School. As a result, the School risks damage to its reputation 
and claims for liability. The School may also be held liable for breaches of confidentiality and privacy, which 
are damaging to individuals and organisations.  

 It is the responsibility of everyone to treat others with dignity and respect. This requirement, as set out in 
the School’s Equal Opportunities Policy, applies to social networking. Abusive postings including the use 
of inappropriate language,  about colleagues and others are likely to amount to bullying and, where they 
relate to a protected characteristic (age, disability, gender reassignment, marriage and civil partnership, 
pregnancy and maternity, race, religion or belief, sex, and sexual orientation) may also amount to 
discrimination, for which the School, as well as the employee, may be held liable. 

 
COMPLIANCE 
 
Employees are reminded that accounts will be viewed by third parties including stakeholders of the school, 
therefore employees need to be consistent with their own professional conduct,  and school policies and 
procedures.  Compliance with this policy is mandatory and forms part of the Terms and Conditions of 
Employment.  Any breach of these policies may be treated as gross misconduct, which could lead to disciplinary 
or formal action and subsequently dismissal. 
  
USE OF SOCIAL MEDIA AT WORK 
 
The School does not allow employees to access social networking websites using its computer facilities at any 
time.  In exceptional circumstances, where there is a genuine business case for access, the employee must 
obtain prior authorisation from the Headteacher  
  
Employees may use their own computer facilities, including smart phones, tablets and other such devices to 
access social networking sites while they are at work, but ONLY during their non-working hours eg during 
official breaks.  All employees who access social networking websites using their own facilities, must comply 
with the rules as set out in this policy. 
 
Reference should also be made to the Bring Your Own Device Policy (BYOD)  
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USE OF SOCIAL MEDIA OUTSIDE OF WORK 
 
The school  acknowledges the popularity of social media and the right that employees have to engage in social 
networking activities outside of work. However, in order to fulfil its own responsibilities for protecting its 
reputation, its employees and confidential information, the school requires employees to comply with the rules 
as set out in this policy.  
 
RULES 
 
When using social networking sites, employees are required to comply with the following rules.  
 
Employees must not: 

 Identify themselves as working for Belmont Grosvenor School or use the schools logo, unless authorised 
to do so by the Headteacher; 

 Express personal views about the school , its employees, its clients or any other individual or 
organisation that could be seen as offensive or defamatory; 

 Comment on the school’s position on any issue (including but not limited to its strategies, policies, plans, 
processes, history, appointments, finances, acquisitions, recruitment, pay and benefits); 

 Disclose confidential information. Employees are required to comply with the BGS Data Protection 
Policy in relation to confidential information, which may include but is not limited to personal information 
about individuals, client details, financial and commercially sensitive information about the school or its 
clients and future business plans. Confidential information can include photos and videos; 

 Breach copyright, for example by using intellectual property (text or images) belonging to another person 
or organisation without their consent or and/or without acknowledgement; 

 Post any text or image in relation to any other individual that could be perceived as discrimination, 
bullying, harassment or victimisation. Employees are required to comply with the School’s Equal 
Opportunities Policy in relation to all postings on social media websites. 

 No member of staff will interact with any pupil in the school or ex pupil who is under the age of 18 on 
social networking sites. 

 
Employees must: 
 

 Take all necessary steps to avoid identity theft, for example by not revealing their address, bank details 
or passport number; 

 Alert their line manager if they become aware of any breach of this policy.  
 
MONITORING THE USE OF SCHOOL FACILITIES 
 
The School reserves the right to review the schools Facebook and Twitter accounts.  As a result the school will 
be able to view the postings of those employees that are linked or following the accounts.  Employees must be 
aware that their personal postings will be viewed.  
 
The School reserves the right to monitor employees’ use of its facilities to access social networking websites. 
 
Full details of the school’s policy in relation to monitoring of IT usage can be found in: 

 The BGS Staff Handbook 

  esafety and Data Security Policy 

 Acceptable use Agreement, Staff, Governors and Visitors 

 Individual Contracts of Employment. 

Social media and the end of employment 

All professional contacts that a member of staff has made through their course of employment with us belong 
to our School, regardless of whether or not the member of staff has made social media connections with them. 
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9. PUPIL DATA PROTECTION  

 This section is intended to provide information about how the school will use (or "process") personal 
data about individuals including current, past and prospective pupils; and their parents, carers or 
guardians (referred to in this policy as "parents"). 

 It applies in addition to the school's terms and conditions, and any other information the school may 
provide about a particular use of personal data, including e.g. the school's policy on taking, storing and 
using images of children. 

 Anyone who works for, or acts on behalf of, the school (including staff, volunteers, governors and 
service providers) should also be aware of and comply with the school's data protection policy for staff, 
which also provides further information about how personal data about those individuals will be used.  

RESPONSIBILITY FOR DATA PROTECTION  

 In accordance with the Data Protection Act 1998 ('the Act'), the school has notified the Information 
Commissioner's Office of its processing activities. The school's ICO registration number is Z4783765 
and its registered address is the school address.  

 The School has appointed Helen Kernaghan, School Business Manager as Data Protection Officer 
("DPO") who will endeavour to ensure that all personal data is processed in compliance with this policy 
and the Act.  

TYPES OF PERSONAL DATA PROCESSED BY THE SCHOOL 

 The school may process a wide range of personal data about individuals including current, past and 
prospective pupils and their parents as part of its operation, including by way of example:  

o names, addresses, telephone numbers, e-mail addresses and other contact details; 
o car details (about those who use our car parking facilities); and biometric information, which will 

be collected and used by the school in accordance with the school's biometrics policy. 
o bank details and other financial information, e.g. about parents who pay fees to the school; 
o past, present and prospective pupils' academic, disciplinary, admissions and attendance 

records (including information about any special needs), and examination scripts and marks; 
o where appropriate, information about individuals' health, and contact details for their next of kin; 
o references given or received by the school about pupils, and information provided by previous 

educational establishments and/or other professionals or organisations working with pupils; and 
o images of pupils (and occasionally other individuals) engaging in school activities (in 

accordance with the school's policy on taking, storing and using images of children); 
o Generally, the school receives personal data from the individual directly (or, in the case of 

pupils, from parents). However in some cases personal data may be supplied by third parties 
(for example another school, or other professionals or authorities working with that individual), 
or collected from publicly available resources. 

o The school may, from time to time, need to process "sensitive personal data" regarding 
individuals.  Sensitive personal data includes information about an individual's physical or 
mental health, race or ethnic origin, political or religious beliefs, sex life, trade union 
membership or criminal records and proceedings.  Sensitive personal data is entitled to special 
protection under the Act, and will only be processed by the school with the explicit consent of 
the appropriate individual, or as otherwise permitted by the Act.  

USE OF PERSONAL DATA BY THE SCHOOL 

 The school will use (and where appropriate share with third parties) personal data about individuals for 
a number of purposes as part of its operations, including as follows:  

o For the purposes of pupil selection and to confirm the identity of prospective pupils and their 
parents; 
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o To provide education services (including SEN), career services, and extra-curricular activities 
to pupils; monitoring pupils' progress and educational needs; and maintaining relationships with 
alumni and the school community; 

o For the purposes of management planning and forecasting, research and statistical analysis, 
and to enable the relevant authorities to monitor the school's performance; 

o To give and receive information and references about past, current and prospective pupils, 
including relating to outstanding fees or payment history, to/from any educational institution that 
the pupil attended or where it is proposed they attend; and to provide references to potential 
employers of past pupils; 

o To enable pupils to take part in national or other assessments, and to publish the results of 
public examinations or other achievements of pupils of the school; 

o To safeguard pupils' welfare and provide appropriate pastoral (and where necessary, medical) 
care, and to take appropriate action in the event of an emergency or accident, including by 
disclosing details of an individual's medical condition where it is in the individual's interests to 
do so, for example for medical advice, insurance purposes or to organisers of school trips; 

o To monitor (as appropriate) use of the school's IT and communications systems in accordance 
with the school's IT: acceptable use policy; 

o To make use of photographic images of pupils in school publications, on the school website 
[and (where appropriate) on the school's social media channels in accordance with the school's 
policy on taking, storing and using images of children; 

o For security purposes, and for regulatory and legal purposes (for example child protection and 
health and safety) and to comply with its legal obligations; and 

o Where otherwise reasonably necessary for the school's purposes, including to obtain 
appropriate professional advice and insurance for the school. 

KEEPING IN TOUCH AND SUPPORTING THE SCHOOL  

 The school will use the contact details of parents, alumni and other members of the school community 
to keep them updated about the activities of the school, including by sending updates and newsletters, 
by email and by post. Unless the relevant individual objects, the school may also:  

 Share personal data about parents and/or alumni, as appropriate, with organisations set up to help 
establish and maintain relationships with the school community, such as PTA and alumni;  

 Contact parents and alumni by post and email in order to promote and raise funds for the school and, 
where appropriate, other worthy causes; 

 Should you wish to limit or object to any such use, or would like further information about them, please 
contact the DPO in writing.  

RIGHTS OF ACCESS TO PERSONAL DATA ("SUBJECT ACCESS REQUEST")  

 Individuals have the right under the Act access to personal data about them held by the school, subject 
to certain exemptions and limitations set out in the Act.  Any individual wishing to access their personal 
data should put their request in writing to the DPO.  

 The school will endeavour to respond to any such written requests (known as "subject access requests") 
as soon as is reasonably practicable and in any event within statutory time-limits. The school may 
charge an administration fee of up to £10 for providing this information. 

 You should be aware that certain data is exempt from the right of access under the Act. This may 
include information which identifies other individuals, or information which is subject to legal 
professional privilege. The school is also not required to disclose any pupil examination scripts (though 
examiners' comments may fall to be disclosed), nor any reference given by the school for the purposes 
of the education, training or employment of any individual. 

 Pupils can make subject access requests for their own personal data, provided that, in the reasonable 
opinion of the school, they have sufficient maturity to understand the request they are making. Pupils 
aged 12 or over are generally assumed to have this level of maturity, although this will depend on both 
the child and the personal data requested. All subject access requests from pupils will therefore be 
considered on a case by case basis. 
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 A person with parental responsibility will generally be expected to make a subject access request on 
behalf of younger pupils. A pupil of any age may ask a parent or other representative to make a subject 
access request on his/her behalf.  

WHOSE RIGHTS  

 The rights under the Act belong to the individual to whom the data relates. However, the school will in 
most cases rely on parental consent to process personal data relating to pupils (if consent is required 
under the Act) unless, given the nature of the processing in question, and the pupil's age and 
understanding, it is more appropriate to rely on the pupil's consent. Parents should be aware that in 
such situations they may not be consulted. 

 In general, the school will assume that pupils consent to disclosure of their personal data to their 
parents, e.g. for the purposes of keeping parents informed about the pupil's activities, progress and 
behaviour, and in the interests of the pupil's welfare, unless, in the school's opinion, there is a good 
reason to do otherwise. 

 However, where a pupil seeks to raise concerns confidentially with a member of staff and expressly 
withholds their agreement to their personal data being disclosed to their parents, the school will maintain 
confidentiality unless, in the school's opinion, there is a good reason to do otherwise; for example where 
the school believes disclosure will be in the best interests of the pupil or other pupils. 

 Pupils are required to respect the personal data and privacy of others, and to comply with the school's 
e.g. IT: acceptable use policy and the school rules.  

DATA ACCURACY AND SECURITY  

 The school will endeavour to ensure that all personal data held in relation to an individual is as up to 
date and accurate as possible.  Individuals must notify the DPO of any changes to information held 
about them.    

 An individual has the right to request that inaccurate information about them is erased or corrected 
(subject to certain exemptions and limitations under the Act) and may do so by contacting the DPO in 
writing. 

 The school will take appropriate technical and organisational steps to ensure the security of personal 
data about individuals. All staff will be made aware of this policy and their duties under the Act.  

QUERIES AND COMPLAINTS  

 Any comments or queries on this policy should be directed to the School Business Manager.  

 If an individual believes that the school has not complied with this policy or acted otherwise than in 
accordance with the Act, they should utilise the school complaints  procedure and should also notify the 
DPO. 
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10. STAFF DATA PROTECTION  

 
Belmont Grosvenor School  is registered under the Data Protection Act.  The school is required to process 
relevant personal data regarding staff as part of its operation and shall take all reasonable steps to do so in 
accordance with this. Processing may include obtaining, recording, holding, disclosing, destroying or 
otherwise using data.  
  
The School has appointed the School Business Manager as Data Protection Controller (DPC) who will 
endeavour to ensure that all personal data is processed in compliance with this Policy and the Principles of 
the Data Protection Act 1998. 
 
THE PRINCIPLES 
 
The School shall so far as is reasonably practicable comply with the Data Protection Principles (“the 
Principles”) contained in the Data Protection Act to ensure all data is:- 
• Fairly and lawfully processed; 
• Processed for a lawful purpose; 
• Adequate, relevant and not excessive; 
• Accurate and up to date; 
• Not kept for longer than necessary; 
• Processed in accordance with the data subject’s rights; 
• Secure; 
• Not transferred to other countries without adequate protection. 

 
PERSONAL DATA 
 
Personal data covers both facts and opinions about an individual.  It includes information necessary for 
employment such as the employee’s name, address and details for payment of salary.  Consent may be 
required for the processing of personal data unless processing is necessary for the performance of the 
contract of employment.  Any information which falls under the definition of personal data, and is not 
otherwise exempt, will remain confidential and will only be disclosed to third parties with the consent of the 
employee or under the terms of this Policy. 
 
The school  may, from time to time, be required to process sensitive personal data regarding an employee.  
All personnel files  contain Sensitive Personal Data.  Sensitive personal data includes medical information 
and data relating to religion, race, trade union membership and criminal records and proceedings, and 
photographs. Where sensitive personal data is processed by the School, the explicit consent of the 
employee will generally be required in writing. 
 
RIGHTS OF ACCESS TO INFORMATION 
 
All staff have the right of access to information held by the school, subject to the provisions of the Data 
Protection Act 1998.   Any employee wishing to access their personal data should put their request in writing 
to the DPC. The School will endeavour to respond to any such written requests as soon as is reasonably 
practicable and in any event, within 40 days for access to records and 21 days to provide a reply to an 
access to information request.    
 
EXEMPTIONS 
 
Certain data is exempted from the provisions of the Data Protection Act which includes the following: 

• The prevention or detection of crime; 
• The assessment of any tax or duty; 
• Where the processing is necessary to exercise a right or obligation conferred or imposed by law 

upon the School. 
The above are examples only of some of the exemptions under the Act.  Any further information on 
exemptions should be sought from the DPC. 
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The School will endeavour to ensure that all personal data held in relation to staff is accurate.   Employees 
must notify the DPC of any changes to information held about them.  An employee has the right to request 
that inaccurate information about them is erased. 
 
The School will take reasonable steps to ensure that members of staff will only have access to personal 
data relating to employees where it is necessary for them to do so.  All staff will be made aware of this policy 
and their duties under the Data Protection Act.  The School will ensure that all personal information is held 
securely and is not accessible to unauthorised persons.  
 
Appropriate building security measures are in place and visitors to the School are required to sign in and 
out, to wear identification badges whilst in the School and are, where appropriate accompanied.  All 
confidential waste is shredded on site. 
All staff are encouraged to keep a clear desk policy especially in offices and meeting rooms. 
 
Security and anti-virus software are installed on all computers and laptops containing personal data and 
these are encrypted to the latest security standards. Staff should use encrypted memory sticks.  The anti-
virus software also has built in intrusion detection software.  Only authorised users are allowed access to 
the computer files and staff are required to undertake password changes regularly.  Computer files saved 
to the server are backed up regularly. All obsolete computers have all data removed by a reputable company 
before they are removed from the school site. 
 
All staff receives Data Protection Act induction training.  The whole school INSET on Data Protection has 
been undertaken by the staff in September 2011 and have received the Independent Schools Certificate in 
Data Protection.  Staff aim to attend annual refresher training courses.  The Head attended a seminar at 
IAPS District 8 meeting in May 2014 
 
If a member of staff believes that the School has not complied with this Policy or acted otherwise than in 
accordance with the Data Protection Act, they should utilise the School grievance procedure and should 
also notify the DPC. 
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11. BRING YOUR OWN DEVICE (BYOD) 

This section  is intended to address the use of non-school owned electronic devices by staff members and 
visitors to Belmont Grosvenor School (the school).  These include smart phones, tablets, laptops and other 
devices used to access and store school information as well as users' own data.  This is commonly referred to 
as 'Bring Your Own Device' (BYOD). 

The school recognises that mobile technology offers valuable benefits to both staff from a teaching and learning 
perspective.  Our school embraces this technology but requires that it is used in an acceptable and responsible 
way.  

This section  covers the use of such devices and the liability of the school for mobile devices used on school 
premises. The use of such devices  in area of the school including the grounds is at the discretion of the 
Headteacher and  the EYFS Coordinator.  Staff and visitors to the school can be granted the right to use their 
mobile devices provided they adhere to the instructions within the BGS IT Booklet.  

SCHOOL GUIDELINES FOR RESPONSIBLE USE OF BYOD  

Staff and visitors to the school are responsible for their device at all times.  The school is never responsible for 
the loss of or damage to the device or storage media on the device (e.g. removable memory card) howsoever 
caused.  

Devices must be turned off when in a prohibited area and/or at a prohibited time and must never be taken into 
controlled assessments and/or examinations, unless special circumstances apply. 

The camera facility on mobile devices within an educational context is encouraged but not permitted within the 
school's nursery/EYFS setting.  The use of the facility to take pictures of pupils in a social context is permitted 
but not permitted within the school's nursery/EYFS setting provided it is in accordance with the school's social 
media policy and anti-bullying policy.  If staff are taking photos of children for marketing or promotional reasons, 
it is the staff member’s responsibility to check the photos of individual  children are permitted.  The information 
can be found on each pupils registration documents.  Please also refer to the policy on pupils’ use of ICT, Mobile 
phones and other electronic devices for more information.  

SECURITY AND E-SAFETY  

The school takes no responsibility for the security, safety, theft, loss, insurance or ownership of any device 
brought onto the school premises which is not defined as the property of the school.  If a device is stolen from 
school grounds the school will investigate the theft. Wilful damage to devices will also be investigated by the 
school.  The School Business Manager must be notified immediately of any incidents and these will be logged.  

Staff must take all reasonable steps to protect their own property.   

Devices should be used with care and the safety of staff and others on school grounds is paramount.  Devices 
must not be used whilst driving a school vehicle. 

Staff must take all sensible measures to protect information including but not limited to the use of authenticated 
access to their own device (i.e. requiring a PIN, pattern or password to be entered to unlock the device).  Users 
should also ensure their device auto-locks if inactive for a period of time.  The school reserves the right to 
remotely wipe a device in the event of loss or theft.  

Staff must never attempt to bypass any security controls in school systems or others' own devices.  

Staff are reminded to familiarise themselves with the school's e-safety, social media and acceptable use of ICT 
policies which set out in further detail the measures needed to ensure responsible behaviour online.  
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It is the device owners' responsibility to keep the software and security settings on their own devices up-to-
date.  

ACCESS TO SCHOOL SYSTEMS AND THE INTERNET  

Staff will be permitted to access specific school systems via their mobile devices.  These are:  

 School email system 

 School internet 

 School storage network  

If in any doubt a device user should seek clarification and permission from the ICT  Coordinator before 
attempting to gain access to a system for the first time.  Users must follow the written procedures for connecting 
to the school systems.  

Most of the information accessed via a user's own device will not be private (e.g. learning materials).  If, however, 
information is accessed which is deemed to be private then this should be treated as such and not shared 
amongst the school community.  

In the event that information has been accessed which is considered private or protected, the incident must be 
reported to the school's ICT team and/or Headteacher as soon as possible.  In the event that the device user 
receives any inappropriate information, this too must be reported to the Head of ICT and, if necessary, the 
Headteacher (In The Same Way As If A School PC Had Been Used).  

SECURITY OF TECHNICAL INFRASTRUCTURE AND DATA TRANSFER  

Wireless access is limited at the school but all internet access via the network is filtered, monitored and logged.  

The school is not to be held responsible for the content of any Apps or updates that may be downloaded onto 
the user's own device if using the school's wireless network.  This activity is taken at the owner's own risk and 
is discouraged by the school.  The school will have no liability for any consequential loss of data or damage to 
the owner's device. 

Users of devices are reminded that it is their responsibility to ensure they have the appropriate anti-virus, 
software and security settings on their device and that these are up-to-date.   

COMPLIANCE WITH DATA PROTECTION OBLIGATIONS  

The school takes its compliance with the Data Protection Act 1998 seriously and aims at all times to keep 
personal data secure.  It takes suitable measures to prevent unauthorised or unlawful processing of personal 
data and accidental loss or destruction of or damage to personal data. 

The data controller in the school is responsible for ensuring that personal data stored on school systems 
regarding staff is appropriately restricted and only accessible to designated individuals.  Staff are strictly 
prohibited from storing pupil data on their own mobile devices.  Staff are required to keep personal data and 
communications on their mobile devices separate from any school-related data.  The school may, in certain 
circumstances, require access to school data on staff devices.  

Staff are expected to act responsibly if using their personal mobile device for school business.  They must delete 
sensitive or commercial emails from their device once the task has been completed and also delete any 
attachments to emails e.g. data sets/spreadsheets once finished. 

SUPPORT  

The school takes no responsibility for supporting staff's own devices; nor has the school a responsibility for 
conducting annual PAT testing of personally-owned devices. 
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MONITORING AND ENFORCEMENT OF USER-OWNED DEVICES  

Belmont Grosvenor School reserves the right to monitor the usage of staff members' own devices and to 
withdraw permission to access the school network for individuals or groups at any time.  The school also 
reserves the right to access staff-owned devices should there be a serious breach of this policy.  

COMPLIANCE, SANCTIONS AND DISCIPLINARY MATTERS  

Non-compliance of this policy exposes both staff and the school to risks.  If a breach of this policy occurs the 
school will respond immediately by issuing a verbal then written warning to the staff member.  Guidance will 
also be offered.  If steps are not taken by the individual to rectify the situation and adhere to the policy, then the 
mobile device in question may be confiscated and/or permission to use the device on school premises will be 
temporarily withdrawn.  For persistent breach of this policy, the school will permanently withdraw permission to 
use user-owned devices in school.  

INCIDENTS AND RESPONSE  

The school takes any security incident involving a staff member's personal device very seriously and will always 
investigate a reported incident.  Loss or theft of the mobile device should be reported to Reception in the first 
instance.  Data protection incidents should be reported immediately to the school's data protection controller, 
the School Business Manager. 
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12. TABLET USER AGREEMENT  
 

1.  OVERVIEW 

 
 
For the purposes of this section  ‘School’ means Magic Tree Nursery, Belmont Grosvenor School, Before/After 
School care and Holiday Club. 
 
Beginning with the 2015 - 2016 school year Tablets are to be issued for use as part of the educational 
curriculum.  It is  Belmont Grosvenor’s belief that the Tablet Computers will help pupils develop skills that are 
critical in our 21st century work world.  These 21st century skills include: 
 

 Critical and creative thinking 

 Problem solving skills 

 Information and computer skills 

 Interpersonal and self-direction skills 

 Technology literacy 
 
Tablet Computers will allow pupils to direct their own learning and have a greater reliance on active learning 
strategies.  The increased access to technology will enhance instruction and provide more achievement 
opportunities for our students.  

 
 

2.  TABLET CHECK-IN/OUT 

 
Tablets will be stored within the Tablet room and staff should sign these in and out at the start and end of the 
school day.  
 
Tablets will be collected periodically throughout the year and at the end of each school year for maintenance, 
cleaning and software installations.   
 

3.  TAKING CARE OF YOUR TABLET 

 
Staff are responsible for the general care of the Tablet they have signed out. Tablets that are broken or fail to 
work properly must be reported on the sign out sheet when the tablet is returned.  
 
3.1 General Precautions 

 No food or drink is allowed next to your Tablet while it is in use, as per school policy. 

 Cords, cables, and removable storage devices must be inserted carefully into the Tablet. 

 To conserve battery life, tablets should be put in Stand By mode before moving to your next class.  
Please shut down your tablet if you are not using the tablet during the next class period.   

 Tablets must remain free of any writing, drawing, stickers, or labels that are not the property of BGS. 

 Tablets must never be left in a car/mini bus or any unsupervised area. 

 Staff are responsible for signing the tablet back in at the end of each school each day. 
 
3.2 Carrying Tablets 
The protective cases provided with the Tablets have sufficient padding to protect the Tablet from normal 
treatment and provide a suitable means for carrying the tablet within the school. The guidelines below should 
be followed: 

 Tablets should always be within the protective case when carried.  

 The Tablet must be in Stand By mode or turned off before travelling from class to class 

 The Tablet must be turned off before placing in the charger unit at the end of each day. 
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3.3 Screen Care 
The Tablet screens can be damaged if subjected to rough treatment. The screens are particularly sensitive to 
damage from excessive pressure on the screen. 

 Do not lean on the top of the Tablet when it is closed. 

 Do not place anything near the Tablet that could put pressure on the screen. 

 Do not place anything in the carrying case that will press against the cover. 

 Clean the screen with a soft, dry cloth or anti-static cloth. 

 Do not poke the screen 
 

4.  USING YOUR TABLET AT SCHOOL 

 
Desktops are intended for use at school each day as well as the tablet.  
 
4.1 Charging Your Tablet’s Battery 
Tablets must be brought to the tablet room at the end of each day and plugged into the charger unit. 
 
4.2 Sound, Music, Games, or Programs 

 Do not save any music, games, or programs to the hard drive unless agreed with a member of the SMT. 
 
4.3 Screensavers 

 Only school appropriate media may be used as a screensaver. 

 Presence of guns, weapons, pornographic materials, inappropriate language, alcohol, drug, or gang 
related symbols or pictures will result in disciplinary actions. 

 Passwords on screensavers are not to be used. 

 Hard drive passwords are forbidden.  
 

5.  MANAGING YOUR FILES & SAVING YOUR WORK 

 
5.1 Saving to My Documents 
Staff will be logging onto our BGS network in order to save their work.  Staff have their own user account and 
folder on the desktops with ample space to back up any school-related work.  
 
5.2 Saving data to Removable storage devices 
Staff should also backup all of their work at least once each week using removable file storage.  Removable 
memory cards have been purchased. The memory card will read the following: 

 Secure Digital (SD) 

 Multi-Media Card (MMC) 

 Memory Stick 

 CompactFlash 

 CompactFlash II 

 SmartMedia 

 Microdrive devices 
 
Your tablet must be “shut off before leaving school and if the tablet is not shut down and it is left to  hibernate 
this may  will result in lost work which can not be recovered and access to the internet will not work properly. 
 

6.  SOFTWARE ON TABLETS 

 
6.1 Originally Installed Software 
The software originally installed by BGS must remain on the Tablet in usable condition and be easily accessible 
at all times. 
 
The Tablet is supplied with AndroidOS and has the following software installed: 
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 Android standard applications including Google Chrome browser, Maps, Photos, GMail 

 Doodle Maths 

 Kobo E-Book 

 Spotify 

 Scratch JNR 

 Tapestry 
 

6.2 Virus Protection 
The tablets do not currently have any anti-virus software downloaded as android tablets they are deemed to be 
fairly secure in this way.  Although for the future we will be looking to invest in software which is currently 
available for Apple and being developed for Android where 100 tablets can be controlled or wiped centrally 
should the need arise. 
 
6.3 Security 
The tablets are set up with two users staff and pupils both of which are protected separate secure by a pin code. 
 
6.4 Additional Software 
It is the responsibility of individual staff to request additional software for the tablets for ICT Coordinator – Emma 
Shea.   

 Violent games and computer images containing obscene or pornographic material are not allowed. 
 
6.5 Inspection 
Tablets may be selected at random throughout the year for inspection. 
 
6.6 Software Upgrades 
Upgrade versions of licensed software are available from time to time. Any upgrades will be done by the ICT 
Technician or ICT coordinator. 
 
6.7 Procedure for Re-loading Software 
If technical difficulties occur or non school issued software is discovered, the technician will re-format the hard 
drive.  Authorized software will be installed and the data files reinstated.  The school does not accept 
responsibility for the loss of any software deleted due to the reformat or re-image. 
 

7.  ACCEPTABLE USE 

 
7.1 General Guidelines 

1. Staff will have access to all available forms of electronic media and communication which is in support 
of education and research and in support of the educational goals and objectives of BGS. 

2. Staff are responsible for their ethical and educational use of the technology resources of BGS. 
3. Access to the BGS technology resources are a privilege and not a right.  Each employee and pupil will 

be required to follow the Policy. 
4. Transmission of any material that is in violation of any law is prohibited.  This includes, but is not limited 

to the following: confidential information, copyrighted material, threatening or obscene material, and 
computer viruses. 

5. Any attempt to alter data, the configuration of a computer, or the files of another user, without the 
consent of the individual, school administrator, or technology administrator, will be considered an act of 
vandalism and subject to disciplinary action. 

6. Engaging in sexual harassment or using objectionable language in public or private messages, e.g., 
racist, terrorist, abusive, sexually explicit, threatening, stalking, demeaning or slanderous language will 
be subject to disciplinary action. 

 
7.2 Privacy and Safety 

 Do not go into chat rooms or send chain letters.  

 Do not open, use, or change computer files that do not belong to you.  

 Do not reveal your full name, phone number, home address, password or passwords of other people.  

 Remember that storage is not guaranteed to be private or confidential.  
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 If you inadvertently access a web site that contains obscene, pornographic or otherwise offensive 
material, notify tech administrator or school administrator immediately so that such sites can be blocked 
from further access. This is not merely a request; it is a responsibility.  

 
7.3 Legal Propriety 

 Comply with trademark and copyright laws and all license agreements. Ignorance of the law is not 
immunity. If you are unsure, ask the ICT Technician. 

 Use or possession of hacking software is strictly prohibited and violators will be subject to disciplinary 
action.   

 
7.4 E-mail 

 Always use appropriate language.  

 Do not transmit language/ material that are profane, obscene, abusive, or offensive to others.  

 Do not send mass e-mails, chain letters or spam.  

 Staff should maintain high integrity with regard to email content.  
. 

7.5 Consequences 
The staff member in whose name a tablet is issued will be responsible at all times for its appropriate use.  Non-
compliance with the policies of the Tablet Use Agreement will result in disciplinary action.  
 
7.6 School Responsibilities 

 Provide Internet blocking of inappropriate use of resources. 

 Provide staff guidance to aid use of tablets. 
 

8.  PROTECTING & STORING YOUR TABLET 

 
Tablets will be labeled in the manner specified by the school.  Tablets can be identified in the following ways:  

 Record of serial number and number tag 
 
8.1 Storing Your Tablet 
When staff are not using Tablets, they should be stored safely. Nothing should be placed on top of the Tablet 
when stored. 
 
8.2 Tablets Left in Unsupervised Areas 
Under no circumstances should Tablets be left in unsupervised areas. Unsupervised areas include the school 
grounds and the dining hall, gym, computer room, changing rooms, library, unlocked classrooms, and hallways.  
Any tablets left in these areas are in danger of being stolen.  
 

10.  TABLET TECHNICAL SUPPORT 

 
The technology coordinator coordinates the repair/work for Tablets.  Services provided include the following: 

 Hardware maintenance and repairs 

 Password identification 

 User account support 

 Operating system or software configuration support 

 Application information 

 Re-imaging hard drives 

 Updates and software installations  

 Coordination of warranty repairs  


